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e Comprehensive application platform
Azure Red Hat o b'f’d - ETt P
. | e Hybrid cloud flexibility
OpenShift

A jointly supported, turnkey application . .
platform native to Azure. e Integrate with Azure services

e Fully managed Day 2 operations

e Consistent updates and patches

a e Singleinvoice and draw down on MACC
Red Hat

65% 50%

Shortened dev Improved operational
cycle' efficiency’

<

| | VT
1 “The Total Economic Impact©of Red Hat OpenShift Cloud Services by Forres ter, “Mar. ‘ Red Hat ‘ [ | MICI‘OSOﬂ:
2024.



https://www.redhat.com/en/resources/economic-impact-of-cloud-service-analyst-material

Azure Red Hat OpenShift integrates with OpenShift and
Azure Developer and Management Tools

s & == & ¥ [ﬁ] ‘:q

OpenShift Code Ready OpenShift : Log Azure Arc- Azure
developer console Workspaces Operators analytics enabled Resource Azure Arc
workspace OpensShift Manager
; cluster
* ) B A%
| f - ===
OpenShift Al | openshift RedHat  OpenShift API : ' Aztre ObenAl
Pipelines Runtimes Management Azure AD Azure Monitor Azure Firewall zure Lpen
OpenShift OpenShift OpenShift A Va' I .e E:E.ﬂ..
Serverless Service Mesh : zure Visua e
v Vi developer sandbox Studio Azure Load
Testing Azure I_Og
Analytics
argo
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OpenShift Additional tools: Azure Developer Tools and
GitOps Manaadement nrodiicte


https://azure.microsoft.com/en-us/products/category/developer-tools
https://azure.microsoft.com/en-us/products/category/management/

New features
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Public preview

ARO Managed Identity and Workload Identity - -

Key Components
1.  Short-term token based authentication 7 G " IR .'
2. Minimal set of permissions - Abiding by the = = =
principle of least privilege e vy B /':\ -
i Wi Dok :
; Workloods : foo (= _\2 P Iy
i Dl s 5 o Ve I 1
Benefits & Sy )
e Improved security with granular permissions - each e e
component only has the permissions it needs to : B 7
complete its function / ' ‘ / A
e Reduced operational burden - no need to manage and | i Azuce resource .--i RBAC assigwent
rotate long lived Service Principal credentials K

o Simplified access control by using Azure RBACrole
assignments

=% Microsoft

Azure Red Hat OpenShift: April 2025 Update



https://techcommunity.microsoft.com/blog/appsonazureblog/azure-red-hat-openshift-april-2025-update/4400331?previewMessage=true

ARO Confidential Containers

Key Components
o Separate confidential environment - containers operate
in a separate Confidential VM (CVM)

o Trusted Execution Environment (TEE) - provides
encrypted memory enclaves to protect data

Benefits
o Enhanced security posture for container workloads with
hardware-levelisolation

o Protects sensitive information by encrypting datain use,
atrest, andin transit

o Zero-Trust security model that strictly limits access from
unauthorized individuals

Confidential Containers Public Preview on Azure Red Hat OpenShift & RedHat | EF Microsoft



https://techcommunity.microsoft.com/blog/appsonazureblog/confidential-containers-public-preview-on-azure-red-hat-openshift/4286814?previewMessage=true

Public preview

* Hardware-levelisolation - [everaging Azure Confidential

C tinginfrastructure f d
omputing INnTrastructure Tor peer pods ARO Cluster Node

* Trusted Execution Environments (TEEs) - providing encrypted

memory enclaves within peer pods Regular Pod(s)

* Zero-trust security model - protecting against unauthorized

access, even from cloud operators Confidential VM

* Dataencryptioninuse - ensuring confidentiality during processing

within the peer pod Trusted Execution Environment

°* Remote attestation - verifying the integrity of the peer pod . _
Confidential

environment Container (Peer POd)

* Seamlessintegration with existing OpenShift workflows and tools

Encrypted Memory &
Execution

* Performance optimization - minimal overhead while maintaining

security

While maintaining:

*  Compatibility with standard container images _
Peer Pod protected from Host OS, Hypervisor, and Cloud

Admin access

o * Scalability across ARO clusters

[Image showing ARO Cluster Node with‘JRd&Ha'lanh PeerlPadrosoft
(Confidential)]
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Run VMS and containers together. Simplify modernization. Accelerate cloud adoption.

Migrate Virtual Machines

OpenShift virtualization on Azure Red Hat

Seamlessly

Public preview L .
g -+ ---

)

OpenShift (ARO)

Modernize Applications at Unified Management for
Your Pace VMS and Containers

J
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while offering the cloud flexibility to modernize

Use Cases Migrate VMs as is to the Modernize apps with

cloud cloud-native tech

e Migrate & modernize at your own pace on a consistent platform

Why Virtualization on
Azure Red Hat
OpenShift

e Traditional VM behavior & existing VM roles in a modern
platform

e Builtonatrustedplatform
e Accelerated migration with a1st party Azure solution

o Cloud flexibility with pay-as-you-go pricing and dynamic
resource scaling

‘Red Hat | @8 Microsoft



What is OpenShift and OpenShift Virtualization?

4 Red Hat OpenShift N g O 4 OpenShift Virtualization )
« Kubernetes platform for container o «  Capability for running VMs alongside
orchestration and app development and Openshift Virtualization containers
deployment Red Hat Openshift « Based on KubeVirt open-source project
Built-in tools for CI/CD, monitoring, logging, el He B e Uses the trusted RHEL KVM hypervisor
and security / - No additional OpenShift subscriptions cost /

-
/ Key Use Cases \

Migrate Virtual Modernize Unified .
Machines Applications at Management for gfaoer.atlonal

- iciency
Seamlessly Your Pace YMS and Containers No extra licansing
Move traditional VMs to Gradually refactor Single platform for all Pay only for VM compute
OpenShift without monolithic apps workload types w/ Leverage OpenShift
rewriting Run legacy and cloud- consistent tools, security, investments and skills

\ native together and governance /

Red Hat is a Gartner MQ Leader in both Container Management & Cloud Appligation Rlatforms.. .

13




What is Red Hat OpenShift Virtualization?

Now coming to Azure Red Hat OpenShift — Public Preview May 2025

VMs Containers

Red Hat
OpenShift Virtualization

Red Hat OpenShift

Red Hat Enterprise Linux

Unified platform

for virtual machines and containers
Consistent management

tools, interfaces, and APIs incl. ACM
and AAP integrations

Performance and stability

of Linux, KVM, and gemu

Thriving open source ecosystem
the KubeVirt project is a top 10 CNCF*
active project, with 200+ contributing
companies

Diverse ecosystem

of Red Hat & partner operators

Includes Red Hat Enterprise Linux
guest entitlements

Supports Microsoft Windows

guests through Microsoft SVVP
Inbound guest migration

using Migration Toolkit for
Virtualization, Training and Consulting

15+ years of expertise in virtualization

“xKubeVirt's status as a top 10 CNCF active projectindicates substantial industry adoption, robust development momentum, and long-term viability in the cloud-native

ecosystem.
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Plataforma
Inteligente de
Destinos
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Agentes
Inteligentes con
Azurey ARO
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Copilot
Studio

Visual
Studio

GitHub

Foundry
SDK

\

Azure Al Foundry

Foundry Models

Foundry Agent Service
Azure Al Azure Al Azure Azure Al
Search Services Machine Learning Content Safety

Security & Governance

™

Foundry Observability

J

0
é ‘ Azure RedHat Openshift.:-:. Azure Kubernetes Servicel\[_’ Azure Container Apps </ > Azure Functions % @
.

)
/r

4
eioe
-

A Azure
|
':q Azure Arc

Foundry
D Local
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Demo
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